Keysight SBOM Studio

For Digital Product Producers

SBOM Studio is the central hub for digital product producers to manage and operationalize SBOMs
throughout the entire product lifecycle. Powered by the Keysight SBOM Generator, it delivers the highest
SBOM accuracy and coverage across both modern and legacy products through advanced binary analysis.
SBOM Studio validates, auto-corrects, and scores SBOMs before they are shared with customers or
regulators, ensuring exceptional SBOM quality and readiness for compliance reporting. It enriches SBOMs
with comprehensive vulnerability and threat intelligence from trusted sources such as NVD, CISA KEV,
GitHub, and OSV, and enables faster, more effective triage through VEX support and automated filtering
that excludes certain non-exploitable findings. With rapid, policy-based vulnerability notifications, it allows
teams to quickly respond to new CVEs and regulatory mandates such as the EU CRA’s 24-hour disclosure
rule. Integrated with CI/CD pipelines, ticketing systems, and GRC tools, SBOM Studio empowers
engineering, security, and compliance teams to deliver secure, transparent products efficiently and
confidently.
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Figure 1. Keysight SBOM Studio
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Keysight SBOM Consumer

For Digital Product Consumers

SBOM Consumer enables product consumers, procurement teams, and operators to evaluate, validate,
and monitor SBOMs received from suppliers-both before purchase and after deployment. Leveraging the
highest SBOM accuracy and coverage of the Keysight SBOM Generator, it provides deep visibility into
software components within products, revealing hidden or undeclared elements that could introduce risk.
SBOM Consumer integrates with asset discovery and monitoring platforms such as Nozomi Networks and
Industrial Defender, enabling organizations to map SBOMs to their deployed assets, quickly determine if
specific assets or products are affected by new vulnerabilities, and locate them within their environment. It
continuously enriches supplier SBOMs with comprehensive vulnerability and threat intelligence, providing
real-time alerts on emerging risks to support informed procurement decisions, proactive risk mitigation, and
improved supply chain governance. With automated SBOM validation and scoring, SBOM Consumer gives
organizations the confidence to select, deploy, and operate secure, compliant products with full visibility
into their product supply chain.
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Figure 2. Keysight SBOM Consumer
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