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BROADBAND-TESTING 

Broadband-Testing is an independent testing operation, based in Europe. Broadband-Testing 
interacts directly with the vendor, media, analyst, consultancy and investment communities 

equally and is therefore in a unique space within IT. 

Testing covers all aspects of a product/service from business rationalisation in the first instance to 

every element – from speed of deployment and ease of use/management, through to 
performance and accuracy. 

Testing itself takes many forms, from providing due diligence for potential investors through to 

public domain test reports. 

Broadband-Testing is completely vendor neutral and independent. If a product does what it says 

on the tin, then we say so. If it doesn’t, we don’t tell the world it does what it cannot do… The 
testing is wholly complementary to analyst-related reports; think of it as analysts getting their 
hands dirty by actually testing what’s on the latest hype curve to make sure it delivers on its 
claims and potential. 

Broadband-Testing operates an Approvals scheme which prioritises products to be short-listed 
for purchase by end-users, based on their successful approval, and thereby short-cutting the 
evaluation process. 
 
Output from the testing, including detailed research reports, articles and white papers on the 

latest IT technologies, are made available free of charge on our web site at 

HTTP://www.broadband-testing.co.uk 
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EXECUTIVE SUMMARY  

 Despite often spending millions on security infrastructure deployment, there has 

been no instant method for companies to completely isolate their network, 

servers or other devices from the Internet in the event of a cyber-attack, or 

simply as a means of reducing their attack surface. In the case of an enterprise, 

being unable to respond to a critical attack scenario could threaten the business; 

in the case of an energy company, or a health service, it could result in 

catastrophic events beyond their control. 

 With FireBreak, Goldilock has created a genuine way of physically segmenting IT 

“crown jewels” from the rest of the IT world within milliseconds of it being 

required – literally. It is effectively a patch panel with integrated intelligence and 

the means of enabling a true, physical disconnection or reconnection – it is not a 

software-based form of defence, but an absolute, physical separation. 

 Using an SMS command, the FireBreak can be instructed from anywhere in the 

world with even the weakest of cellular network signals – so long as an SMS can 

get through - to physically isolate whatever device, network or service is attached 

to one or more of its ports. Equally, ports can not only be instantly enabled and 

disabled by the out of band management GUI, but can be scheduled to be 

enabled or disabled at any time, down to the nearest second, either as one-off or 

recurring events, meaning it is easy to massively reduce the attack surface, so 

data and services are only physically available and accessible as and when they 

are needed. 

 We put the FireBreak to the test, both in terms of ensuring that the port control 

operated as described and that network performance was unimpacted upon by 

the device itself. Testing with 10Gbps copper connections and a Fluke tester, we 

showed that line rate was maintained, with no loss. In every use case – 

management interface or SMS based – the ports were enabled and/or disabled 

exactly as requested. With a good SMS signal, we easily beat a sub-five second 

round trip response time (basic target) for the entire operation to be completed, 

estimating a time closer to around two seconds – basically as close to 

instantaneous as possible, given that we were using public mobile networks. 

Enable/disable operations driven by the management interface were around the 

120-150ms timeframe to complete – essentially instantaneous by human 

response capabilities. 

 API testing was carried out with 3rd party applications and constant background 

traffic over long periods and ran faultlessly. The significance of the API support 

cannot be overstated from both an enterprise and service provider perspective. 

 While there are a number of obvious use cases for FireBreak, such as protecting 

critical infrastructure/OT, defence and healthcare, the reality is that, whether 

used OnPrem, or in the hands of a service provider, there are actually myriad use 

cases, especially if we consider how the product might be scaled both up and 

down in the future. It’s not often we can say this, but with FireBreak we have a 

unique offering, and one that is relevant to the vast majority of IT infrastructures. 
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WHY DOES THE WORLD NEED GOLDILOCK? 

According to most analyst views, IT typically allocates up to 20% of its annual spend on 

security-related products and services. 

Those same analysts also note that often no more than 20% of that expenditure is 

actually being put to use; in other words, security products and services sit unused, 

meaning the rationale behind the investment was either flawed, or the requirements have 

changed. IT infrastructure is a never-ending process of adds and changes. Throw in the 

hybrid cloud/OnPrem approach favoured now by the majority of IT departments, often 

involving multiple service providers, and that IT landscape is not only changing out of all 

recognition, but is becoming increasingly invisible and therefore impossible to manage 

and protect. Meantime, that security infrastructure is faced with over half a million new 

threats daily (yes, you read that correctly) with around 4,000 cyber-attacks occurring on 

a rolling 24-hour basis. Cybercrime is projected to cost companies worldwide $10.5 

trillion annually in 2025 (for perspective, that’s almost half the US’ annual GDP).  

Scared? You should be. For all the high-profile breaches the press love to flag up, there 

are thousands of others that are not reported, but are incredibly damaging to those 

businesses whose networks are breached. The problem is, within that ever-changing IT 

landscape, with ever more threats, just how do you define and deliver a bulletproof 

security strategy? The honest answer is: you can’t. For most companies, the fabled 

cyber-attack surface area is both growing and increasingly difficult to define. Yet, the only 

way to reduce the threat of a security breach is to somehow minimise that surface area, 

At the same time, while companies are increasingly – and finally – coming around to the 

realisation that a breach scenario is more likely a case of when, rather than if, in the 

event of a breach being discovered, what systems and methodologies are in place to shut 

down that threat immediately? In other words, if you’ve failed to protect your IT 

infrastructure, then what can you do – within seconds – to minimise the potential 

damage? For a small-medium business (SMB) this could potentially be the means of 

saving that business. For, say, a nuclear power station, a cruise ship, airline, hospital or 

utility company – you get the idea – it could make the difference between a manageable 

problem and a catastrophe. Unsurprisingly, the world of defence is one “vertical” that 

absolutely understands the implications and, therefore, the value, of being able to react 

instantly to a threat or actual breach – press the big red button. Now! It is partially from 

this world that Goldilock – whose FireBreak product is the subject of this report – 

emerged as a result of a NATO-related project. So, while there is no actual category 

defining “military grade”, the fundamental design aspects behind the Goldilock product 

are in line with what most people would perceive as exactly that – “bombproof” in 

common language. 

The idea with FireBreak is that you can literally – as in physically – isolate any component 

or area within an IT infrastructure (server, network, subnet etc) instantly, meaning faster 

than it takes to write this sentence. However, the role defined by Goldilock is not simply 

one of being reactive; a primary function of the product is to be pro-active, while 

minimising that attack surface, by controlling access to any element of an IT 

infrastructure, on a 24x7, second by second basis. In other words, if there are vaults of 

company “crown jewels” that only need accessing at specific times, or on an occasional 

basis, why make them available 24x7? 

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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What Goldilock is describing – and claiming – with FireBreak is both relatively obvious, 

but also incredibly powerful and currently sits alone and outside of the mainstream IT 

security industry. In other words, it is – ahem – unique. That’s not a word that can be 

broadly applied to products or services in the security sphere; most are “me too” products 

competing with – in some cases literally thousands of others – for the same, increasingly 

irrelevant, “gap” in the security infrastructure strategy. 

The aim, therefore, behind this report is to prove that FireBreak does “what it says on the 

tin” and establish some typical use cases for the technology: spoiler alert, that number is 

approaching infinity… We’ll start with an overview of the product, followed by the “hands 

on” section, where we’ll cover deployment, management and operations. 

GOLDILOCK OVERVIEW 

The Goldilock FireBreak came about as a result of perceived limitations in existing 

approaches to cyber security. 

Given that most security appliances and services are traditionally based on identifying 

signatures or – more latterly – behavioural patterns, we’ve already seen how zero-day 

exploits can be hugely successful in breaching the most expensive and extensive security 

deployments. How, then, do you really reduce the – increasingly global – attack surface 

and/or provide an absolute – and instant - means of making your IT resources 

untouchable? Such is the thinking behind the physical disconnect approach of the 

FireBreak. Rather than providing a software-based airgap solution that is effectively still 

reachable by a cybercriminal, in the case of the Goldilock product it is an actual physical 

separation that is invoked – instantly and from anywhere, at any time. It is like having a 

(well-programmed) robot onsite at every IT deployment that can be instructed within 

milliseconds to physically pull a cable from a switch, except it’s smarter than that. And 

without potential bugs. 

 

Figure 1 – The FireBreak Appliance 
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The FireBreak is basically a patented Ethernet-based (copper or fibre) Layer 1 security 

appliance, available in four-port or 12-port formats currently (supporting from Gigabit to 

25Gbps currently), with an optional redundant/backup PSU on the 12-port version. It 

might look like an Ethernet switch but it is effectively a smart patch panel, made up of 

isolated port pairings. So, for example, a single pair might connect a router with a server, 

meaning that – at any time, that server can be physically disconnected from the outside 

world instantly. The “magic” is carried out within the appliance, where the physical 

separation takes place – i.e. there isn’t a robot hand that appears on command and 

snatches the cable out. Management is via either an out of band Ethernet connection, or 

via SMS from a mobile device. This means the FireBreak has no inline IP addresses to 

attack. So, the only way an IT device protected by a FireBreak can effectively be attacked 

is by physically breaking into the Data Centre (DC) or machine room, for example, and 

stealing said device. And, if that is the case, then that company’s security problems are 

more than merely cyber-based… 

One of the complications in bringing a new security device or service into an existing 

infrastructure is where it sits in that deployment, what – if anything – does it replace and 

how does it integrate? With the FireBreak, however, it’s a very simple scenario – it slots 

into the existing infrastructure wherever you want it to protect your “crown jewels”; it 

does not impact in any way on any existing components and – moreover - is designed to 

interact directly with common elements such as a SIEM application or an IDS appliance. 

With integrated REST API support, it means that the device can not only interact directly 

with 3rd party products, enabling the sharing of two-way information for – for example – 

triggering port disabling in the event of a perceived attack, but allows for an entirely 

automated infrastructure to be created as part of a SOAR (Security Orchestration, 

Automation and Response) platform, as part of automating the entire security 

infrastructure.  

While there are clearly myriad use cases for the capabilities of the FireBreak, one that 

resonates broadly and fundamentally is compliance. Requirements are getting ever more 

stringent, wherever you – and more importantly – your customers are in the world. The 

problems of ensuring compliance with the likes of GDPR in Europe and HIPAA in the US 

are well documented, and for good reason. Failing to comply can be very expensive. 

Having the ability to physically isolate sensitive data and systems from the outside world 

more than meets the seemingly endless wave of regulatory requirements in an instant. 

So, by enabling physical disconnection through FireBreak technology, organisations can 

not only meet but exceed these regulatory requirements, providing clear, demonstrable 

isolation for critical assets. Then there is the plethora of security directives to adhere to, 

such as DORA and NIS2. Having a “one stop shop” solution for all the compliance and 

directives is a very powerful argument to put forward.  

We’ll now take a look at the FireBreak in action, from deployment through to testing 

some sample use cases. The testing focuses on the four-port copper-based, 10GBASE-T 

product, the current entry level into the FireBreak world. However, regardless of the 

physical format, every element of the product is the same, so the test results apply 

equally to the 12-port version, the FireBreak being a Layer 1 device. 
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GOLDILOCK: HANDS ON 

Installation, Deployment and Management 

The FireBreak isn’t a deceptively simple device – it is simple and in the right way, for the 

right reasons. 

It is estimated that around 90% of all security issues are due to human error, often 

because of misconfigured appliances, such as a firewall or IPS. Hence, the simpler the 

better! We configured the FireBreak via the out of band management port, connecting it 

initially to a switch, to which we also had our management PC attached. By default, the 

device is configured to take an address from a DHCP server, so we plugged in, checked 

our network management software to see what DHCP address it had been allocated and 

then logged into its browser-based management interface.  

In order to do this (and send any SMS commands, as well as certain other admin-based 

tasks, such as setting up SMS Control and generating API Access Tokens), since the 

device requires Two-Factor Authentication (TFA) you need an authenticator app 

downloaded onto your phone or tablet, in order to scan a generated QR code and then 

generate the access code. We used the Google Authenticator app on an Android phone, 

but several apps are supported on both Android and Apple platforms. A six-digit code is 

created by the authenticator, which you then type into the requested box on the 

FireBreak management interface after which it brings up the Dashboard screen. System 

recovery codes are also generated during the initial deployment process. 

Figure 2 – The FireBreak Dashboard 

All features and functionality of the FireBreak can be controlled from the management 

interface. In addition to the Dashboard, which shows graphical port status (here we have 
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green for enabled) Cellular Status and Latest Logs update, on the left-hand menu, you 

have access to Ports, SMS Control, Schedules, Admin Profiles, Logs and Settings. 

Ports can be configured and controlled in real time, scheduled or via an SMS command. 

For the latter, you have to define a valid phone number and user name, define which 

ports they have access to and whether user authentication on the SMS message is done 

by a one-time password (using the authenticator each time you issue a command) or via 

a pre-defined list of secret words. For the testing, we used the former, to make it 

consistent with how all other access is authenticated. We expect the vast majority of 

customers to also use it this way, though we understand there have been special requests 

to maintain the latter option.  

Schedules can be set by recurring or one-time events, which ports are to be controlled, 

what the default state of those ports is and by day and time. Admin profiles can be 

created by username and admin role: View Only, Standard and Super Admin. A list of 

permissions is automatically allocated, depending on the role level chosen, with Super 

Admin able to access all. The Logs screen gives you access to – drum roll please – all the 

logs. There are three basic filter options for defining what logs you see: Normal, Warnings 

or Scheduled. Finally, there is a Settings screen which gives you access to a wide range of 

settings including Appliance, Admin (username, password, recovery codes), System, SMS 

Logs, Syslog Client (in case you want to send logs to Syslog Server), Import/Export 

Settings, Update Device and Access Tokens (for generating tokens for use with an API – 

see later). 

All the configuration options are kept as simple as possible. Appliance options, for 

example, are restricted to a choice of light options for showing enabled/disabled status 

and an optional audible buzzer that sounds when a port status is changed. The light 

choices are not simply a flight of fancy but mean that customers, when governed by 

coded light restrictions, can adhere to those rules. Of course, you can also make them the 

primary colours of your football team        - it’s serious stuff, this security you know… 

 

Figure 3 – Setting Port Lighting And Buzzer Options 

Under the System options, we changed the IP address to a Static IP, so we could then 

control the FireBreak via a direct, dedicated connection. We also set up SMS and admin 

access and were good to go.  

For a simple, basic setup therefore, we are talking around 10 minutes from unpacking the 

device to being ready to protect our network with the FireBreak, including making a 

coffee (black, no sugar thank you). 
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Testing And Sample Use Case Validation 

Appliance Line Speed Test 

The starting point with our testing was a basic line speed throughput test. 

In reality, since the FireBreak is a Layer 1 device, this shouldn’t be strictly necessary 

– it’s like testing a short run of Cat 6a cable – but for the sake of completion, we 

attached a pair of Fluke Networks Versiv DSX-5000R 10GBASE-T copper cable testers 

to a pair of FireBreak ports and ran several iterations of a throughput test to confirm 

10Gbps line rate was achievable. All tests received the “pass” rating on the test 

report: “Cable ID/ Test ID 52 13/02/2025 11:30:22 AM Untitled1 Summary PASS 

Test Limit 10GBASE-T + 802.3b” – comfortably within the standard pass parameters. 

Figure 4 – Fluke Line Speed Testing 

Note: since we are testing a Layer 1 device here and the FireBreak is built of isolated 

port pairings, this test environment can effectively scale infinitely; for example, if you 

imagine a 1,024-port deployment, with a pair of Fluke testers attached to each port 

pair, the results would be exactly the same, per port pairing. 

Use Case Testing 

For the use case testing, we created a test network consisting of Windows 10 and 11 

clients, with one PC controlling a Keysight IxChariot - 

https://www.keysight.com/gb/en/products/network-test/ixchariot.html - performance 

testing application to generate background traffic. We also ran ICMP (ping) traffic at 

the FireBreak in order to validate connectivity, as well as using both the management 

interface and the SMS messaging option to validate manageability of the device at all 

times. 

In total, the FireBreak was tested over a two-week period, including overnight test 

runs with non-stop port enable/disable activity and background traffic generation. 

https://www.keysight.com/gb/en/products/network-test/ixchariot.html
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Use Case: Basic Port Control 

Our starting point was basic port control, including SMS command control and 

scheduled port disable and enable actions. The latter ran throughout the test period, 

once set up. We commenced by simulating a weekend server shutdown: 

 

 

Figure 5 – Scheduled Weekend Shutdown 

All port actions were carried out as requested and reported in the FireBreak logs for 

confirmation. We also ran SMS commands to the device multiple times without problems, 

covering every command option: 

➢ Enable port (port number 1-4) 

➢ Disable port (port number 1-4)  

➢ Enable all ports  

➢ Disable all ports  

➢ Status port (insert port number 1-4)  

➢ Status all ports 

Note: for each SMS command we had to authenticate the action adding the code 

generated to the SMS command in order to access the FireBreak. We also tried without 

the code and it failed, returning “Authentication failed. Please reissue the command”. 
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Use Case: API-Based Automated Port Control 

We noted earlier that a key component of the FireBreak is its API support, allowing us 

to interact with 3rd party applications.  

For our basic API test, we simply created scripts that ran as standalone batch 

applications, using access tokens generated from the FireBreak management 

interface.  

 

Figure 6 – Access Token Creation 

We then inserted the access token into a simple script, in this case to enable a port: 

 

 

curl -k --location "https://192.168.0.6/api/websocket/port-control" ^ 

    --header "Content-Type: application/json" ^ 

    --header "Accept: application/json" ^ 

    --header "Authorization: Bearer glt_gTKktba4HoQFL5ZNRjAmgsxy3AdjK7n9loS7" ^ 

    --data "{\"port\": 0, \"activate\": false}" 

 

Having checked that this worked – it did! – we then created a looped test opening 

and closing ports 1 and 4, then confirmed the FireBreak logs had recorded all actions. 

Throughout the testing we also ran “random” manual commands, such as changing 

port lights and running more SMS commands to ensure we could always access the 

device. 
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Figure 7 – Port Enable/Disable Logging 

We further validated the testing running ixChariot traffic at a target port being opened 

and closed, as well as running a ping against this port, the graph showing how response 

time increased with the port shut and the request timed out on the ping box: 

 

 

Figure 8 – IxChariot And Command Prompt Confirmation 
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Use Case: 3rd Party Application API-Based Port Control Plus 

Constant Traffic 

For our final use case we again tested the API support, but this time interacting with a 

3rd party application.  

Our choice of application was based on it being used by millions of people worldwide 

and – being a free download – made our test scenario readily repeatable in any POC 

type scenario. The product was Wireshark. Again, we created access tokens for the 

testing and then created a script invoking Wireshark to monitor traffic in order to 

simulate a potential attack on the FireBreak from a multicast address. Upon 

exceeding our stated packet count, Wireshark was instructed to shut down the port 

perceived as being attacked. We then added a further “when the coast is clear” count 

so that upon not seeing the potentially rogue packets for a given count, it then re-

enabled the port. In a real-world scenario, as it is unlikely that a customer would 

want the port to be re-enabled automatically, this could easily be changed to giving a 

“thumbs up” alert to the FireBreak management console for manual resolution. 

Figure 9 – Wireshark API Integration Soak Test 

Running this as an ongoing loop, we then added ixChariot traffic to the port pairings – 

generating close to a Gigabit of traffic hitting the ports non-stop, as well as directing 

pings at the ports. We monitored the test, using a combination of the IxChariot 

interface, a Command Prompt boxing showing the pings and the live FireBreak 

logging from the management console. The testing ran faultlessly, both on relatively 

short cycles, and through overnight soak tests. It also confirmed the power and 

flexibility of the API integration as part of automating the security infrastructure.  
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IN CONCLUSION  

Rarely have we tested a product with such a dichotomy – an incredibly simple device on 

paper that has such a potentially significant impact on IT security. 

As a means of substantially reducing the attack surface of a company or service provider 

(and their customers), the FireBreak provides a very easy – and incredibly rapid to deploy 

– solution to the problem that has caused the most head-scratching among SecOps guys 

for years now. In providing automated 24x7x365 control of literally isolating any part of 

an IT infrastructure (down to the second), it is unique. 

Add in the “big red button” manual intervention, where you can isolate a port within 

milliseconds from the management console, or within two-three seconds by an SMS 

command from a mobile phone, anywhere in the world with even a feeble signal, and you 

effectively have two products in one: the attack surface management tool and the “let’s 

save the world” panic button. Without wishing to go over the top, here’s a very personal 

perspective from this author. Towards the end of my mother’s life she was living alone 

and increasingly frail, so I signed up for a Careline service for her; basically, a panic 

button that gives instantaneous access to emergency services as the need arises. Until 

her body finally and inevitably gave way, that “panic button” saved her life three times.  

IT security, for the most part isn’t about life or death of humans, it’s about that of 

businesses, large and small, across the globe. However, in a scenario where – for 

example – the IIoT-based monitoring system of a nuclear power station, or major medical 

equipment or systems in a hospital are being cyber-attacked, an inability to instantly shut 

that attack down could indeed be catastrophic. FireBreak has the ability to be that unsung 

hero that saves the world. 

On a more prosaic note, the API support enables SecOps teams to readily integrate the 

FireBreak into their existing infrastructure, adding value to those existing platforms such 

as SIEM and SOAR strategies, as well as expensive investments in NextGen firewalls and 

IDS/IPS appliances. 

As such, the use cases of FireBreak are limited only by the imagination. Moreover, it is an 

authentically unique, patented product. And it’s not often we’ve been able to conclude a 

report with those words! As such, it absolutely merits our gold award for being both 

innovative and with global application possibilities. Ignore at your peril… 

 

 

 

 

 

 

 


